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ManageEngine ADAudit Plus
Product Features and Highlights




Do you have any of the below gns...

Enough of Management tasks that are delegated — How do | audit which
users has done what action in Active Directory when and from where.

Innumerable number of resources. How can | identify logon activities on
critical resources like the domain controllers, member servers in the last

year?

| have a need to Audit all actions done in the Active Directory. My auditors
want us show reports that are compliance ready?

Can | configure filters and determine administrator change actions in a
given OU in a domain?

More questions than answers on Actlve Directory changes and find it
~difficult with native tool§3
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ManageEngine ADAudit Plus — The right solution for
you.




oine ADAudit Plus ‘

ManageEngine ADAudit Plus is a Web Based Active Directory Change
Auditing and Reporting solution.

It help IT Administrators to audit and track all changes in
Windows Active Directory.

Active Directory changes on Users, Computers, Groups, GPOs, Ous,
Domain Policies and logon activities are audited and reported from a
central web console.
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What Problems that ADAudit Plus sc-)”l-ve?

# Tracks user logon activity from a central web console.

# Monitors Domain Administrator activities and reports them.

# Uses filters to help construct reports that can be used in Security and
Compliance audits.

# Provides a list of pre-configured reports on Active Directory changes and
also reports on the history of changes done on AD user / computer objects.

# Emails scheduled reports at desired time intervals.

# Alerts about critical Active Directory changes via email.
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What benefits does ADAudit PIGsprowde?

Helps Determine the Cause for an attempted Security Breach.

Cetermine
the Cause faor
an atternpted
Security
Breach

Identifies Security Holes and Unauthorized
Access on User Accounts and other AD Objects.

Identify
Security
Haoles and
Unauthaorized
ACCass

Satis=fy
Cormpliance
R.equirernents

ADAudit Plus
Pro-actively helps prevent Security Violations.

Track User
and
Adrninistrator
Auckivity

Proactively
Praveant
Security

Wiclations

Assists in a speedy remediation.

Satisfies the demands for Audit and Regulatory Compliance Requirements like SOX,
HIPAA, GLBA etc.,




Who will be interested inthis product?

L IT Auditors — Desire that they ready to use compliance reports for SOX,
HIPAA, GLBA etc.,

IT Administrators — To understand if every change runs smooth and would
like to have proactive notification via. alerts.

Security Administrators — Identify breaches from historical data — nail the
culprit(if any) and the corresponding user actions over a period of time.
e.g.: Security Group deletion, Domain controller logons etc.

IT Managers — Want to have information on periodical changes in the Active
Directory — like user objects created, deleted or modified. They can
schedule reports on change events and get it delivered to their email.

Can view reports on logon actions, peak logon hours and other
management actions done. This helps them to plan resources accordingly.
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Selling Points to attract Busmesses?

L SOX, HIPAA, GLBA and other compliance reports are demanded by
regulatory bodies of several countries. ADAudit Plus reports help address
most of them.

~ Security threats are playing a major role in influencing business purchase
decision. ADAudit Plus can always be considered as a security product.

~ Native tools provide no real ability for the administrator to audit changes
made to Active Directory, other than to manually search through what
would be countless numbers of event log entries for a single entry.

The above requirements make the need for a product like ADAudit Plus
indispensable.
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Sample Screen shots....
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Dashboard view of ADAudit Plus Domain Controller Logon Activity
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Report on Logon Failuﬁ*...- ADAudit Plus Alerts
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Competition and ADAudit Plus

I The demand for an auditing requirement has forced several solution
providers to include change audit solution to their portfolio.

~ Some of our competitors include

* NetVision — Audit for AD.

* Quest — InTrust for Active Directory.

* NetPro — Change Auditor for Active Directory.
* StealthAUDIT for Active Directory.

* NetlQ — Change Guardian for Active Directory.
* BlueLance — LT Auditor for Active Directory.

* Netwrix — Active Directory change reporter.

* Scriptlogic — Active Administrator.

* CionSystem — Active Directory Change Notifier.
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Unique Selling Points of ADAudit Plus

l Comprehensive Auditing Solution — captures and stores every single event
(or) activity that occurs in Active Directory and reports them on demand.

I Allows filtering out specific events / activity that needs to be (or) need not
be reported / alerted for desired Active Directory objects

I Graphs, reports and alerts on a convenient web interface that can be easily
interpreted.

I Real Time Alerts and Email Notifications on change events.
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What differentiates ADAudit Plus fromits Competltlon?

Domain Controllers based licensing versus a user based licensing of others.

Ease of installation with a learning curve that is almost nil.

Capable of collecting audit data and reporting within few minutes of
installation.

ADAudit Plus is web based whereas the other software are client based.

Logon status reports come as a part of the standard product which the
competition either have it as a separate product or charge as an add-on.

Provides separate logins for administrator who does configurations and sets
filters for reports extraction and a guest login who will only be able to view
reports.

The product is comprehensive covering users, computers, groups, GPOs,
OU's, Logon and Domain pohcy~cha.r¢ges on a singleaweb console.
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What is cooking here...

' Logoff Reports
l Comprehensive auditing changes to Group Policy Objects.

l Support for Windows Server 2008

l Auditing user access — File server audit
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Model — ADAudit Plus

’ Domain Controller based pricing, starting from $495

Kindly Visit : for more information on product and

pricing..
Take a walk through on the User Interface at

For any technical queries or assistance contact
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http://www.adauditplus.com/
mailto:support@adauditplus.com
http://demo.adauditplus.com/
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